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GUIDELIMNES FOR ARP DISASTER PREVEHTION
AMD CONTIHGENCY BACK=-UP PLANNING
25 Jan T2

. PURPOSI:

To provlide basic guidance for the deve]bpment of a
disaster prevention and contingency back-up prozram for
insuring the continuous computer processing and exchange ¢f
vital information. To outline the major areas of concern and
list conditions and procedures necesséry to Insure the
protection of ADP assets., To list actions and procedures for

consideration in the formulation of a contingency plan.
1. APPROACH

Guidance set forth herein is based on the premise that
organizations relying heavily on computer system operations
should develop an integrated ADP Disaster Prevention and
Contingency Back-Up Program to minimize the severity and
effects of unforeseen computer syétem disasters., Such
planning should be a speciflc design factor Integrated into
total system planning for each Individual system and its

unique environment.
111, GENERAL COMSIDEPRATIONS

Potential causes of disaster vary considerably in their
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“probability of occurrence, degree of criticality and
feasibility of preventive and/or back=up reasures.,. Firos,A
-

explesions, toxic fumes, nuclear weapon detonation and the
effects of natural disasters such as carthquakes, hurricanes
and floods can be immediately disastrous resulting in the
death or serious injury to personnel; The damage caused by
such events to computer equipment, the physical structure
housing the system, and the storage media may be disastrous
for an extended period of time depending upon resource
lecovery capabilities. Other disruptive events such as

outageS of electric power or air conditioning, the loss of
telecommunications facilities or the erasure of vital
information from magnetic storage media are not 1ikely to bhe
as serious because back-up measures can Dbe proviﬁéd.
Although positive security actions and procedures can reduce
the effects of riots, theft, sabotage and vandalism, these
events can occur and result in disastroué operating

consequences,
Iv. DISASTER AMALYSIS

A disaster includes any incident or event which results
in a critical disruption of the computer operations.
Reschedul ing of worlk ]oadé according to user priority may be
required depending upon the allowable delay of the nost

critical user processing requirements, Processiné nrjoritics
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operability of the systern, The dlsruption can reach major
“proportions Eendering the syétem inoperahle for a proionzed
period of time and reauiving movement, of  hizhest priority
processing to an alternate computer slte.

The ewmersency or bhack-up actions needed to restore the
capahbilities «f a computer system .éfter a disaster has
occurred should be proportionate to the critical effects of
that disaster. These actioné may 5@ identified throush
consideration of at least the following:

1. The event, cause or condition creating the disvruption:

2. The capability to restore the system;

3. The total pariod of time the svstem is expected to be
nonoperational;

he The tolerable time~limits of system inactivity hased
on user reauirenents:

5. The feasibility of a dezraded mode of system operation
whereby critical processing could continue; and

6. The availaonility of an alternate systen capahlc of

assuning the critical processing requirements for

0]

speciflied period of tine.
V. HAJOR AREAS OF COMCERM AND PREVENTIVE MEASURES

The major' areas of concern involve the protection of
assets required ”for computer operation. The protection of
ADP assets requlres the Implementation of various reasures
as part of a disaster prevention program. Sdcurity and
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cortputer personnel should be alert to the possibility that a
disruption in c@mputer activity may be deliberate rather
than accidental and should investigatesany situation where
such evidence exists. A]tﬁoumh the configuration of computer
systems  and the nhysical environment of computer centers

vary, the following arcas are applicable to all systems:

1. System llardware: The mechanical, electfomechanical,
electronic, magnetic and electrical components of a computer
systein.

a. Malntenance: Fffective maintenance planning
represents the initial preventive.., measure against a
potentially serious disruption of operations,

b, Engineering Support: Technical support should be
available on a 24 hour on-site basis if the combuter center
requires such support. Back-up of‘critical hardware parts
should be maintained on-site or In a readily accessibie
location.

c. llardware Security: The implementation of measures
such as mermory protection and user/executive wdes of
operation is recommended to insurc protection of user data

sets.

2. System Software: Computer prograris and procedures
including system and user programs,
a. Testing a ltlew Installation: Duplicate programs

should be run on bhoth the current and proposed system so
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that the data can be compared. If duplicate testing is not
feasible, a test deck shouid be used to check the system's
logic. - |

b. Prosram Changes and Testing: Extensive pProsram
debugeing is recommended to reduce the number of disruptions
caused by software errors. Any request for a programn change
sﬁou]d he éubmitted in writing and the action authorized
only by a responsible manager. The number of persohs
authorized to make changes in operating programs should be
1imited, Program testing should be subject to review by
authorized personnel and not conducted solely by the poerson
who wrote the program.

c. Software Security: Software security.measures such

as user identification and achorization should be used to
reduce the possibility of unauthorizad personné] accessing

the systemn.

3. System Operational Personnel: The individuals vhose
priméry duties are concerned with the operation of fhe
comnuter systern,

a. Selection of Key Personnel: Kéy personnel
desicnated to continue the operation of a computer system
should be briefed and provided written guidance as to their
responsibilit}es and duties in the cvent of a disaster.

b, Training of Key Personnel: Training prograns
should be developed which stress the proper handling and

maintenance of conputer system  components. Yey poersonnel
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should be broadly cress=trained in  the ovent that certain
Key personnel  should be unable to respond to an emergency
situation,
o
c. Persconnel Security: Cemputer personnel, visitors
and users constitute a theft and/or sabotage threat to the

£~

computer center. Restrictions on the number of people
allowed unescorted access and on the arcas to which they

have access are recommended,

. Svsten  Environment: The computer facility,
supporting utilities and operational posture.

a. Facility (General): The facility HouSing_ a
computer system shoﬁld' he constructed of fire :resistant
building materials and equipped with appropriate smoke
‘detection, heat sensing and fire fighting devices. Periodic
safety checks of suéh devices for their 'operational
capability 1is encouraged. The wuse of the FPMR and the
Hational Fire Code volume 5, section 75 is recommended in
the construction of co&puter facilities. Consideration
should be given to maximum physical protection against the
potentially catastrophic effects of natural disasters
(hurricanes, carthguakes and floods) as well as civil
disorder and conventional and nuclear warfarce,

b, Auxiliary Power and Abr Conditipnjnz:
Malfunctions and fallures bf electric power and/or air
conditioning are two of the major causes of disaster
affecting a computer system, Provisions should be made for
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the use of an independent back-un power source as well as
providing for irmmediate repair or replacement of air
conditioning eauipnent. Censideration. of 1line ronitors
and/of overvoltage protectors to nrevent damase from power
fallure and power surges is recommended, Security controls
should bhe applied to reduce the possibility of willful or
inadvertent damage to the electrical and air conditioning
equipments. |

¢, Physical Security and Control: /fccess te the
facility housing“ the system by other than authorized

personnel should be prchibited, The mechanisms installed to

enhance the security of the computer system arca should be
controlled by personnel'designated as responsiblelfor their
maintenance and Integrity, All procedures relating to
facllity control should he In writing and made avai]ablé to

assizned personnel.

5. Data Files: Storage areas for magnetic storage media
should be lTocated outside the main computer area, preferably
in a vault or secure area depending UpPon securit;
considerations. Proper temperature and humidity should be
maintained and cleanliness restrictions should be observed,
A1l appronriate ecxecutive procrams, syﬁtem documentation,
operation mnanuals, ectc., required for the conputerized
nrocessineg of Iinformation shéu!d. be ifdentified, dunlicatod,

and safely  stored, Sacurity precedures should he installed
to prevent unauthorized personnel from removing: files such
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as nagnetic tapes from the computer centor,

G. Communication Lines: Bequirermnts For protecting
communication lines will vary deéendinﬁ upon  the existoence
and location of remote terminals, The communication 1inks
from  the central processor to the remote consoles aro
vuincrable to crosstalk, electremaznetic radiation and
wiretaps. Unprotected data transnission should be
eliminated by use of cryptosraphic techniques or by physical
security measures. PRack=-up communication facilities should

be available to reduce the effect of failures in the

comnunication area.

7. Supplies: Supplies that are essential to computer
«

operations should he identified and accessibility to

back~-up supplies should be provided,

Vi, COMTINGERCY PLANMING

A manual or  handbook detailing the corputer cente;
methods of operation in the event of a disaster should be
prepared. 1t should specify the contingency or back=-up
actions to be taken, individual responsibilities for these
actlons  and the follow=-on investigative and reporting
requirenents. The degree of implementation of the
contingency plan will depend upon the critica]lty of the

disaster.
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Planning for possible emergencfos should consider the
recormendations listed below for disaster prevention and/or

coping vith disasters which have occurrgd.
A, Prior Planning

1, Duplication and storage of wvital programs,
documentation and data files in a readily accessible

location, preferably off-site.

2. A determination that the fire safety equipment and
emergency nlans are adequate to minimize damaze from smoke,

chemicals, water or fire.

3. A determination that adequate electrical power, air
conditioning equipment, and heating systems are available

for back-up use.

L, Training of compufer personnel to insure that thev
are aware of proper procedures for operating and protecting
equipment and are aware of their responsibilities in the
event of a disaster.

5. Up~to~date lists of emergency and support
organizations and personnel' with whonmn contact may be
required, This may include medical centers, fire stations,
security services and equipnent mqintenance services.
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6. A1 data being processed should hear a priority of
processing  order. Users should be algrt to the need for
manual information processing  in thie event  computer

processing is not available for low priority processing.

7. Copies of all disaster planning docurientation should
be provided to each major functional area supporting the
organization. Specific roles and responsibilities of each

supporting function should hbe closely coordinated,

8. The contingency plan should be updated periodically
to reflect: chaenges in equipment, user reauirements,
personnel, and back=up computer comhatihility and

availability.

B. lMajor Disaster Planning= Contingency planning for a
najor disaster which roquires moverent of computer
processing activities to an alternate site should atso

consider the following recommendations:

1. Prior identification of an alternate computer system
compatible with in-heouse systems that can be available if
needed, Physical surrondings of the alternate system should

conforu to requlred security and safety standards.
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2. Pdentification and designation of personnel to
Manace and operate the alternate svster should be  documented

&

and updated as the need arises.

5. The conputer operations at the alternate site should
be carefully documented. Among, other issues, this document
should addregs such items as the transportation of alternate
site computer personnel, their vresponsibilities during
alternate site opekations, the -necessary security
considerations for the computer environment and the transfer
of classified data to the alternate site, and the priority

processing order of data.

he Periodic operation of the alternate computer system
using the duplicate documentation, software and data files
by the designated alternate system perscennel should be made.,
Results should be comparcd with normal operations in order

for changes to be effected |f required.

5. Instructions for the destruction of classified data
and/or cquipment under combat-energency conditions where
such classified materials may he reasonably expected to fall

into the possession of unauthorized persons,

C. Post Disastor Planning
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Lo A determination of the ceriticality of the disaster
considering anticipated time of system inoperabillty and

uscr processing reaulirements. -

2. Immediate notification to management and systen
users of the estimated length of delay in operations to

allow the users to consider alternate operational rethods.

3, Hotification of the appropriate higher levels of

management if the time delay exceeds initial estimates.

. Contact with the appropriate emerzency and support
organizations depending upon the cause and extent of the

disaster,

5. A determination of the feasibility of continued

computer operation in a degraded mode.

C. Initiation of actions to riove computer operations to

an alternate site if conditions warrant the rnove.

7. A determination that the disaster has not degraded
the essential system hardware, softuare or physical sccurity
features and that procedural security controls remain in

effoct.
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